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PROBLEM TO BE SOLVED: To provide a simple but reliable patrol recorder system that can 
certify and authenticate a patrol duty. 

SOLUTION: A portable patrol radio 31 requests a checkpoint ID transmitter 32 to transmit a 
checkpoint ID, and the checkpoint ID transmitter 32 validates the requester to deliver a checkpoint 
ID to the patrol. The portable patrol radio 31 transmits the checkpoint ID and a portable radio ID to 
a time stamp issuing server 12 to request a time stamp. The time stamp issuing server 12 validates 
the request to generate a time stamp from the standard time, and transmits it to a time stamp 
issue requester 21 in a patrol data management center 10. The time stamp issue requester 21 
saves the transmitted time stamp object, and copies patrol data from the time stamp object to use 
them as a patrol record. 
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* NOTICES * 

JPO and NCIPI are not responsible for any 
damages caused by the use of this translation. 

1. This document has been translated by computer. So the translation may not reflect the original precisely. 

2. **** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 



CLAIMS 



{Claim(s)] 
[Claim 1] 

It is the patrol recorder system consisted of the time stump processing center which carries out issue processing of the time stump, a 
round data-control pin center.large which manages the data which the round member patrolled and obtained while carrying out the issue 
request of the time stump in the above-mentioned time stump processing center, and a round field which a round member should patrol, 
and a round member possessed a portable remote terminal machine, and transmitted the positional information and its round time of day of 
the checkpoint which patrolled and patrolled in a checkpoint to a record machine, and constituted so that it may record, 
It consists of a field radio for a round, a checkpoint ID sender formed in the round location, and a time stump issue server, 
an ID call means to by_which the above-mentioned field radio for a round calls an ID code to the above-mentioned checkpoint ID sender by 
wireless, an ID code receiving means receive the checkpoint ID code to which it is sent from a checkpoint ID sender in response to this ID 
call, and the checkpoint ID and the field radio ID for a round, with which it has been sent — and — or a time stump issue demand means 
give the demand which should send a round member ID on radio to the above-mentioned time stump issue server, and should carry out a 
time stump to a time stump issue server — having 

The above-mentioned checkpoint ID sender has the ID code storage means which shows a round location, and a round location ID dispatch 
means to answer ID call from the above-mentioned field radio for a round, and to send ID, 

It has a time stump object issue means for the above-mentioned time stump issue server to add the time of day to the clock means which 
minces standard time of day, and the above-mentioned ID code sent from the field radio for a round, and to generate the enciphered time 
stump object, and to transmit to a predetermined server, 
The patrol recorder system characterized by things. 
[Claim 2] 

the configuration of a time stump object — time stump information, the round location ID, and the field radio ID for a round — and — or 
the patrol recorder system according to claim 1 characterized by to consist of text information containing the round member ID or related 
information, encryption information for online verification enciphered with the private key for independent organization verification in the 
above-mentioned text information, and information which were enciphered with the private key for off-line verification in the above- 
mentioned text information. 
[Claim 3] 

It is the patrol recorder system according to claim 1 or 2 characterized by for the above-mentioned time stump processing center 
consisting of an issue processing time stump [ time stump ] issue server based on the time of day which the time server which supplies 
standard time of day, and this time server supply, and the above-mentioned round data control pin center.large consisting of time stump 
issue request origin which requests a time stump from the time stump issue server of the above-mentioned time stump processing center 
[Claim 4] 

The cooperation time server with which the above-mentioned round data control pin centerjarge cooperates to the time server of the 
above-mentioned time stump processing center further, It consists of a cooperation time stump issue server which cooperates with the 
above-mentioned time stump issue server. The above-mentioned field radio for a round An ID call means to call an ID code to the above- 
mentioned checkpoint ID sender by wireless, An ID code receiving means to receive the checkpoint ID code sent from a checkpoint ID 
sender in response to this ID call, Or the round member ID is sent on radio to the time stump issue server which cooperates with the time 
stump issue server of the above-mentioned time stump processing center, the checkpoint ID and the field radio ID for a round which have 
been sent — and — And the patrol recorder system according to claim 1, 2, or 3 characterized by having a time stump issue demand 
means to perform the demand which should carry out a time stump. 
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DETAILED DESCRIPTION 



{Detailed Description of the Invention] 
[0001] 

[Field of the Invention] 

This invention relates to the patrol recorder system which is used for the crime prevention defense patrol of works, a warehouse or a 
building, and various facilities called a school etc., and records the time of day in each round part, and enables the certification 
[0002] 

[Description of the Prior Art] 

There is a "round recording device" looked at as a conventional patrol recorder system by JP.61 -82288.A proposed by these people. This 
equipment is a pocket-type patrol recorder system, records round time of day in a recorder, and became the above-mentioned patrol 
recorder system in the central unit with the code of a record round part, and the configuration of collecting round time-of-day data while a 
position code was attached from the code machine installed during the round in the round location. 
[0003] 

Moreover, the "building management equipment" of a publication exists in JP, 9-30581 3,A. This equipment is the system have a round 
time-amount calculation means receives the above-mentioned location change information to the above-mentioned management 
equipment, and compute the round time amount of the above-mentioned customer engineer, detect positional information from a pocket 
machine, and collect a round location and round time amount in the equipment with which the management equipment connected with the 
private-branch-exchange equipment which transmits the location change information which shows change of the location of the pocket 
machine which a customer engineer possesses, and this private branch exchange by the telephone line was installed. 
[0004] 

[Problem(s) to be Solved by the Invention] 

In the above-mentioned conventional system, to the alteration of time of day based on the accuracy of time of day, and malice, 
dependability cannot be set at all, and there is a problem which cannot give the guarantee to round implementation. 
That is, even if record of a time stump was the time of day synchronized by the clock which patrol recorder equipment contains or the 
GPS clock, and the electric-wave clock, it was not what does not prove having synchronized with it and a third person accepts. 
Moreover, in text data, when the company and organization which contracted defense etc. proved having gone round truly, even if it was 
the time stump which the time of day managed in the company and organization which contracted, and an independent organization 
(certificate authority) published, since it may have altered, it was not what can prove bona fides. Furthermore, it was not what may be able 
to alter other round data similarly and can prove bona fides. 
[0005] 

Furthermore, although the method which uses a cellular phone or a digital cordless phone, adds location information by GPS, and requires a 
time stump of an independent organization is also considered, since the location information by GPS is public information, spoofing 
(alteration) of a location is possible for it, and it cannot prove bona fides. 

Moreover, although there is also a method with which a cellular phone or a digital cordless phone is used, and an independent organization 
catches the location by GPS, the location prehension by GPS has problems, like the alternative system which catches a location is needed, 
in order for there to be also many environments which cannot be caught [ inside / of an underground center and a building ] and to 
pinpoint a location. 
[0006] 

This invention is a thing which devised so that it might be made in view of the above-mentioned trouble, the purpose might give the 
guarantee to round implementation and bona fides could be proved and for which it simplifies and a reliable patrol recorder system is 
offered. 
[0007] 

[Means for Solving the Problem] 

In order to attain the above-mentioned purpose, the patrol recorder system of this invention While carrying out the issue request of said 
time stump processing center according to claim 1 which carries out issue processing of like and the time stump, and the time stump in the 
above-mentioned time stump processing center The round data control pin center.large which manages the data which the round member 
patrolled and obtained, Consist of a round field which a round member should patrol, and a round member possesses a portable remote 
terminal machine, and patrols a checkpoint. It is the patrol recorder system constituted so that the positional information and its round 
time of day of the patrolled checkpoint might be transmitted and recorded on a record machine. The field radio for a round. It consists of a 
checkpoint ID sender formed in the round location, and a time stump issue server. The above-mentioned field radio for a round An ID call 
means to call an ID code to the above-mentioned checkpoint ID sender by wireless, An ID code receiving means to receive the checkpoint 
ID code sent from a checkpoint ID sender in response to this ID call, Or the round member ID is sent on radio to the above-mentioned 
time stump issue server, the checkpoint ID and the field radio ID for a round which have been sent — and — It has a time stump issue 
demand means to give the demand which should carry out a time stump to a time stump issue server. And the above-mentioned 
checkpoint ID sender It has the ID code storage means which shows a round location, and a round location ID dispatch means to answer ID 
call from the above-mentioned field radio for a round, and to send ID. The above-mentioned time stump issue server The time of day is 
added to the clock means which minces standard time of day, and the above-mentioned ID code sent from the field radio for a round, and 
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it is characterized by having a time stump object issue means to generate the enciphered time stump object and to transmit to a 
1 predetermined server. 
[0008] 

moreover, the patrol recorder system of this invention — said — being according to claim 2 — the configuration of like and a time stump 
object — time stump information, a round location ID, and the field radio ID for a round — and — or it is characterized by to consist of 
text information containing the round member ID or related information, encryption information for online verification enciphered with the 
private key for independent organization verification in the above-mentioned text information, and information enciphered with the private 
key for off-line verification in the above-mentioned text information. 
[0009] 

Furthermore, the patrol recorder system of this invention is characterized by said like and the above-mentioned time stump processing 
center consists of an issue processing time stump [ time stump ] issue server based on the time of day which the time server which 
supplies standard time of day, and this time server supply, and the above-mentioned round data control pin center.large consists of time 
stump issue request origin which requests a time stump from the time stump issue server of the above-mentioned time stump processing 
center according to claim 3. 
[0010] 

Furthermore, the patrol recorder system of this invention To said claim 4, like a publication the above-mentioned round data control pin 
center.large Furthermore, the cooperation time server which cooperates to the time server of the above-mentioned time stump processing 
center, It consists of a cooperation time stump issue server which cooperates with the above-mentioned time stump issue server. The 
above-mentioned field radio for a round An ID call means to call an ID code to the above-mentioned checkpoint ID sender by wireless, An 
ID code receiving means to receive the checkpoint ID code sent from a checkpoint ID sender in response to this ID call, Or the round 
member ID is sent on radio to the time stump issue server which cooperates with the time stump issue server of the above— mentioned 
time stump processing center, the checkpoint ID and the field radio ID for a round which have been sent — and — And it is characterized 
by having a time stump issue demand means to perform the demand which should carry out a time stump. 
[0011] 

According to this invention which consists of each above-mentioned means, the checkpoint ID sender using the short-distance wireless 
technique which sends the checkpoint ID (positional information) of a proper is installed in each round checkpoint, respectively, and a 
round member goes round with field radios, such as a digital cordless phone with a cellular phone with short-distance wireless, or a short- 
distance sender. A round member advances the Request to Send of a checkpoint ID (positional information) from a field radio to a 
checkpoint ID sender by the checkpoint, and a checkpoint ID sender checks the effectiveness of a claimant, and when effective, it 
distributes a checkpoint ID to a round member. 
[0012] 

next — if a field radio receives a checkpoint ID — automatic — a time stump issue server — a checkpoint ID and a field radio ID — and - 
- or the round member ID is transmitted and a time stump is required of a time stump issue system. It generates a time stump from 
standard time of day, and transmits it to round data control pin center.large time stump issue request-origin while the time stump issue 
server of which the time stump was required checks the effectiveness of a demand, and it answers a letter in confirmation-of-receipt 
information, when effective. Time stump issue request origin saves the sent time stump (object), posts round data from a time stump 
object, and utilizes them as round record. 
[0013] 

moreover, the information which transmitted the time stump object to the time stump processing center which is an independent 
organization (certificate authority) by the communication link, and was enciphered for verification in verification of the bona fides of round 
data — a decryption (private key) — collating and verification of are done and a letter is answered in a verification result on-line. 
Moreover, when verification by the time stump issue request origin itself is needed on employment and business, by adding the information 
which enciphered round data with the key for off-line verification to a time stump object, it is time stump issue request origin, and makes it 
possible to use and collate and verify the decode key for off-line verification currently exhibited. 
[0014] 

[Embodiment of the Invention] 

Below, the patrol recorder system by the example of this invention is explained, referring to a drawing. Drawing 1 shows the outline 
configuration of the patrol recorder system by the example of this invention, and ten are a round field where, as for the time stump 
processing center as an external engine, and 20, a round member patrols the round data control pin center.large of a client side, and 30 
patrols each checkpoint among drawing. The time stump processing center 10 consists of the time server 11 and the time stump issue 
server 12 which synchronize with universal time, and verifies a time stump. The time server 1 1 by the side of a pin center.large 
synchronizes with universal time coordinated, and distributes time of day to the time stump issue server 12. To the time stump issue 
demand demanded from the field radio 31 for a round which is a portable remote terminal machine, the time stump issue server 12 adds 
time information to the data for a time stump, and answers the field radio 31 for a round. 
[0015] 

Time stump issue request former 21 (requesting agency server) is installed in the round data control pin center.large 20 of a client side. 
The round field 30 is dotted with the checkpoint and the checkpoint ID sender (short-distance radio equipment) 32 is arranged in each 
checkpoint, respectively. A round member carries and patrols the field radio 31 which consists of a digital cordless phone (for example, 
PHS) with a cellular phone with short-distance radio equipment, or short-distance radio equipment etc. 
[0016] 

Time stump issue request former 21 of the time stump issue server 12 of the time stump processing center 10 and the round data control 
pin center.large 20 is equipped with the computer apparatus, the communication device, etc. The time stump issue server 12 and field radio 
31 of the time stump processing center 10 are connected possible [ a communication link ] through the dial-up line network 41 of the 
communication link packet network 40, and time stump issue request former 21 of the round data control pin center.large 20 is connected 
possible [ a communication link ] through the Internet 42 of the Internet communication link packet network 40. 
[0017] 

The short-distance wireless technique which sends the checkpoint ID of a proper from each round checkpoint, respectively is used for the 
above-mentioned checkpoint ID sender 32, and it has the checkpoint ID which the proper defined, respectively fixed. Furthermore, when 
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raising the unjust prevention function of positional information, it has the function which generates a one-time password. Moreover, the 
•checkpoint ID sender 32 has the function which checks the field radio ID for a round, and the round member ID. 
[0018] 

The field radio 31 for a round is the cellular phone with which the cellular phone which similarly built in the short-distance wireless sender 
using a short-distance wireless technique, the digital cordless phone (for example, PHS), or the short-distance wireless sender was 
attached outside, or a digital cordless phone, in order to communicate with the checkpoint ID sender 32 using a short-distance wireless 
technique. 
[0019] 

Drawing 2 is the block diagram of the standard-time time stump issue server 12 mentioned above, and the time stump issue server 12 is 
constituted by CPU12A [ which is an operation control section ], standard-time synchronous means 12B [ which synchronizes with 
standard time of day ], means-of-communications 12C, encryption means 12D, and data input means 12E, information storing section 12F, 
and ID collating means 12G. CPU12A performs a necessary operation while controlling standard-time synchronous means 12B, means-of- 
communications 12C, encryption means 12D, and data input means 12E, information storing section 12F, and ID collating means 12G. 
Standard-time synchronous means 1 2B accepts the standard time of day from a standard-time dispatch engine, and sets up the time of a 
criterion. Means-of-communications 12C performs a communication link through the communication link packet network 40 on the radical 
of control of CPU12A. On the other hand, encryption means 12D calculates a tropism function value, for example, a hash value, based on 
the command of CPU12A. Data input means 12E inputs various data. Information storing section 12F save the enciphered data, and ID 
collating means 12G check the effectiveness of License ID. 
[0020] 

The above-mentioned hash value is a value calculated by the Hash Function which is a tropism function on the other hand, and on the 
other hand, although it is easy for a tropism function to change and output a certain input, asking from the output of hard flow is a difficult 
or impossible function. Although a Hash Function is a function which maps a value in a small domain from the big domain in a wide sense, 
the Hash Function used in a code etc. is a function which has tropism on the other hand and has non-colliding consistency (the probability 
for a result to become the same that the values which are dimensions differ is low). 
[0021] 

Drawing 3 is the block diagram of the field radio 31 mentioned above, and the field radio 31 is constituted by external-interface 31 A, 
communications control section 31 B, speech processing section: 31 C, transceiver section 31 D, and panel interface 31 E, control-section 
31F, ROM31G, RAM31H, and clock section 31T. External-interface 31A is transmitted and received between the checkpoint ID senders 32 
which are external communication devices. Communications control section 31 B controls speech processing section 31 C and transceiver 
section 31 D. On the radical of control of communications control section 31 B, transceiver section 31 D transmits and receives information 
between means-of-communications 12C of the time stump issue server 12. Control-section 31 F control panel interface 31 E, ROM31G, and 
RAM31H. 
[0022] 

Drawing 4 is the block diagram of the checkpoint ID sender 32 mentioned above, the checkpoint ID sender 32 has one-time password 
generation means 32A, application CPU32B, interface function section 32C, ROM32D, and RAM32E, and panel interface 32F and clock 
section 32G are installed if needed. Application CPU32B controls one-time password generation means 32A, interface function section 
32C, ROM32D, RAM32E, and panel interface 32F. One-time password generation means 32A has the function which generates the one- 
time password for raising the unjust prevention function of positional information. Moreover, the checkpoint ID sender 32 has the function 
which checks a field radio ID and Round ID. 
[0023] 

Above-mentioned interface function section 32C transmits and receives information between transceiver section 31 D of a field radio 31, 

and location ID information is stored in ROM32D. 

[0024] 

the patrol recorder system of drawing 1 — setting — a round member — each checkpoint — him, such as the field radio ID for a round, 
and the round member ID, — confirmed information is transmitted to the checkpoint ID sender 32, and transmission of a checkpoint ID is 
required of this checkpoint ID sender 32. the checkpoint ID sender 32 — him, such as the field radio ID for a round, and the round member 
ID, — the effectiveness of confirmed information is checked and a checkpoint ID (in one-time password use, this is included) is transmitted 
to the field radio 31 for a round. If a checkpoint ID is received, the field radio 31 for a round will transmit the transmitting time of day in the 
clock which a checkpoint ID, and the round member ID and field radio 31 self for a round have in the time stump issue server 12 which the 
system which cooperates with an independent organization (certificate authority) or it automatically offers, and will require issue of a time 
stump. 
[0025] 

The time stump issue server 12 of which the time stump was required checks a checkpoint ID (in one-time password use, this is included), 
and effectiveness of positional information, checks the field radio ID for a round, and the effectiveness of the round member ID, and 
generates a time stump from the time of day which received the time stump issue demand, and standard time of day. Moreover, the time 
stump issue server 12 is changed into a checkpoint location name or a code from a checkpoint ID, generates the data and the time stump 
object which were enciphered with the key for off-line verification, and the online verification key in round data, such as a LOGO of a 
checkpoint ID, a field radio ID and a time stump, and an independent organization, and distributes it to time stump issue request former 21 
of the round data control pin center.large 20 through the Internet 42 while it answers the demanded field radio 31 in confirmation-of- 
receipt information. The time stump object is stored with the language form (for example, data of an XML format) for describing round data 
to text format or structured data, is an external request, for example, is offered by XML formal data. 
[0026] 

Moreover, using two unsymmetrical cryptographic keys of a key which can verify the bona fides of round data on-line, the round data is 
separately enciphered with encryption or each key to a duplex, and an alteration is prevented. The decode key for off-line verification is a 
key passed in advance to time stump issue request former 21, and a cryptographic key verifiable on-line [ the other cryptographic key for 
off-line verification and on-line / other ] and a decode key are keys managed in the time stump processing center 10 which is an 
independent organization as a private key. Time stump issue request former 21 posts the data of text format or a structured language 
format from a time stump object, and utilizes them as round record while it saves the time stump object sent from the time stump 
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processing center 10. 
1 [0027] 

In verification of the bona fides of round data, online verification of data bona fides collates the data which transmitted License ID and the 
time stump object to the time stump issue server 12 of the time stump processing center 10, decrypted information enciphered with the 
online cipher key (private key) (private key), and decrypted the data enciphered with the data and the offline cipher key (private key) of 
text format or a structured language format, and answers a letter in a verification result. Off-line verification of data bona fides decrypts 
the data enciphered with the offline cipher key (private key) using the decode key for off-line verification currently exhibited by time stump 
issue request former 21, and collates with the data of text format or a structured language format. 
[0028] 

m addition, the encryption information for verification enciphered with the private key for independent organization verification can be 
decoded with the decode key with which it enciphers by the cryptographic key which an independent organization has, and an independent 
organization has the text information containing time stump information, a round location ID code and the field radio ID information for a 
round, or related information. Moreover, the information enciphered with the private key for off-line verification is the information which 
can encipher the text information containing time stump information, a round location ID code and the field radio ID information for a round, 
or related information by the cryptographic key which an independent organization has, and can be decoded by the predetermined server 
side. 
[0029] 

Draw ing 5 shows the data configuration of a time stump object, and a time stump object is constituted by the A section which consists of 
the checkpoint location name as time stump information or codes (positional information, checkpoint ID, etc.), a field radio ID, and the 
round member ID and an independent organization LOGO, the B section which consist of encryption information for online verification 
(information which enciphered the A section with the private key for off-line verification), and the C section which consist of information 
enciphered by the secret cryptographic key for off-line verification. The data of the A section are round data and are a language form for 
describing to text format or structured data. The data of the B section are a key for certificate authority verification, and consist of a 
cryptographic key and a decode key, a cryptographic key is a private key (secret key), and a decode key is also a private key (secret). The 
data of the C section are a key for off-line verification, and consist of a cryptographic key and a decode key, a cryptographic key is a 
private key (secret), and a decode key is a public key. 
[0030] 

When verification by time stump issue request former 21 self is needed on employment and business, the data (C section) which 
enciphered round data with the key for off-line verification are added to a time stump object, and the decode key is opened to time stump 
issue request former 21. In time stump issue request former 21, it decrypts using the decode key for off-line verification currently 
exhibited, and it provides so that it can collate with the data of text format or a structured language format. 
[0031] 

Drawingji shows the patrol recorder structure of a system using the private-telephone circuit by other examples of this invention, and the 
round data control pin centerjarge 20 is constituted in the patrol recorder system of d rawing 6 by the time stump issue server 24 which 
cooperates with the cooperation time server 23 which cooperates with time stump issue request former 21, and the communication link 
base station 22 and the time server 11 of the time stump processing center 10, and the time stump issue server 12 of the time stump 
processing center 10. The cooperation time server 23 receives standard time of day from the time server 1 1 of the time stump processing 
center 10, and supplies the standard time of day to the cooperation time stump issue server 24. If a checkpoint ID is received, the field 
radio 31 for a round will transmit automatically the transmitting time of day in the clock which a checkpoint ID, and the round member ID 
and field radio 31 self have in the cooperation time server 24 through a base station 22, and will require issue of a time stump. 
[0032] 

The cooperation time stump issue server 24 of which the time stump was required checks effectiveness of a checkpoint ID and positional 
information, checks a checkpoint ID, a field radio ID, and the effectiveness of the round member ID, and generates a time stump for the 
time of day which received the time stump issue demand from standard time of day. 
[0033] 

Moreover, the cooperation time stump issue server 24 is changed into a checkpoint location name or a code from a checkpoint ID, 
generates the data and the time stump object which were enciphered with the key for off-line verification, and the key for online 
verification in round data, such as a LOGO of a checkpoint ID, a field radio ID and a time stump, and an independent organization, and 
distributes it 21 times time stump issue request origin while it answers the demanded field radio 31 for a round in confirmation-of-receipt 
information. Time stump issue request former 21 posts the data of text format or a structured language format from a time stump object, 
and utilizes them as round record while it saves the time stump object sent from the cooperation time stump issue server 24. 
[0034] 

drawjng_7 , drawing 8 , and drawing 9 are ^ e f] ow Figs, of an object mold patrol recorder system of operation, and are shown in .drawing 7 - 
- as — step S1 — the field radio 31 for a round — him, such as a field radio ID and the round member ID, — confirmed information is 
transmitted to the checkpoint ID sender 32, and a checkpoint ID is required, step S2 — him, such as a checkpoint ID, a field radio ID, and 
the round member ID, — transmitting time of day is transmitted to the time stump issue server 12 by the clock which confirmed 
information and self have, and time stump issue is required. Confirmed information is received from the standard-time time stump issue 
server 12 at step S3. 
[0035] 

it is shown in drawing .8 — as — the checkpoint ID sender 32 — step S4 — it is — the checkpoint ID demand from the field radio 31 for a 
round — receiving — him — the effectiveness of confirmed information is checked, when effective, it progresses to step S5 and a one- 
time password is generated if needed, after that, it progresses to step S6 and the field radio 31 for a round is answered in a one-time 
password and a checkpoint ID. 
[0036] 

the standard-time time stump issue server 1 2 is shown in draw ing 9 — as — step S7 — the time stump issue demand from the field radio 
31 for a round — receiving — him — the effectiveness of confirmed information is checked. The effectiveness of positional information is 
checked at step S8, when effective, it progresses to step S9 and the time stump of the receipt time is generated, and the field radio 31 for 
a round is answered in confirmation-of-receipt information at step S10. Moreover, it changes into a checkpoint location name or a code 
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• « 

from a checkpoint ID at step S1 1, round data are enciphered at step S12 with the key for off-line verification, and the key for online 
•verification (the B section of drawing 5 , the C section), and a time stump object is generated at step S13. 
[0037] 

As shown in drawing 10 , time stump issue request former 21 of the round data control pin center.large 10 posts and records round data 
from the time stump object sent from the standard-time time stump issue server 12 at step S14, and saves a time stump object at step 
S15. 
[0038] 

As. drawing 1 1 is an online verification flow Fig. and shows drawing 12 to drawing 1 1 , time stump issue request former 21 transmits License 
ID and a time stump object to the standard-time time stump issue server 12 at step S16, requires verification, is step S17 and receives 
the verification result from the time stump issue server 12. 
[0039] 

As shown in drawing 12 , to the verification demand of the license ID from time stump issue request former 21, and a time stump object, 
the standard-time time stump issue server 12 checks the effectiveness of License ID at step S18, and when effective, it decodes the B 
section of a time stump object with an online private key at step S19. Decode data and the extraction data (the A section of drawin g 5 ) of 
a time stump object are collated at step S20, and a verification result (non-altering judgment) is transmitted to time stump issue request 
former 21 at step S21. 
[0040] 

Drawing 13 is an off-line verification flow Fig., and as shown in d rawin g 13 , time stump issue request former 21 of the round data control 
pin center.large 10 decodes the C section of a time stump object with an off-line public key at step S22, and collates decode data and the 
extraction data (A section) of a time stump object at step S23. 
[0041] 

As mentioned above, he is an independent organization in order to prevent the unauthorized use of a checkpoint ID. (certificate authority) 
A checkpoint ID is set up and the checkpoint ID is not opened to time stump issue request former 21. Relating of a checkpoint ID and its 
installation is the recording method by which round persons, such as record, or manager of the time information of the time stump which a 
third person publishes, or round location information cannot intervene, when it is moreover altered, it is offer of the time stump object an 
alteration is proved with the trace of an alteration that it is, and it is managing only in an independent organization and it serves as round 
record in which objectivity has the time information of a time stump, and record of a round location. 
[0042] 

Moreover, flexible employment can be performed, when carrying out open employment of the round business only at relating of checkpoint 
ID and its installation outsourcing-origin in outsourcing etc., or when opening relating of a checkpoint ID and its installation to time stump 
issue request former 21 . 
[0043] 

[Effect of the Invention] 

As explained above, according to the patrol recorder system in connection with this invention Each round point ID transmitted to the field 
radio for a round on the occasion of a patrol Since it transmits to the time stump issue server of an independent organization with the 
walkie-talkie ID for a round, or its owner ID, and the time stump object to which time of day was given in the time stump server is 
generated and it transmits to a predetermined server Since the right time of day which an independent organization has is directly sent to 
the server which manages round business while the collection of data currently done by the conventional method and management of a 
record form become unnecessary, injustice, such as an alteration of the time of day in a round person, can be prevented. 
[0044] 

Moreover, in the position of managing round business according to this invention, simple round time of day etc. is off-line verifiable if 
needed, and from the time stump object sent from the independent organization, since the verification in the independent organization by 
online is also possible, simplicity and dependability can be reconciled, and the credibility over a user can be raised about round business to 
coincidence. 

[Brief Description of the Drawings] 

[Drawjng J.] The block diagram showing the outline configuration of the patrol recorder system by the example of this invention. 

[Drawing 2] The configuration block Fig. of the standard-time time stump issue equipment of the patrol recorder system by the example of 

this invention. 

[Drawjng._3] The configuration block Fig. of the field radio of the patrol recorder system by the example of this invention. 
[DrawjngJ] The configuration block Fig. of the checkpoint ID sender of the patrol recorder system by the example of this invention. 
[Drawing 5] The explanatory view showing the DS of the time stump object used in the patrol recorder system by the example of this 
invention. 

[DrawjngJ?] The block diagram showing the outline configuration of the patrol recorder system by other examples of this invention. 
[Drawjng._7] The flow Fig. of the field radio used in the patrol recorder system by the example of this invention of operation. 
Cllrawingji] The flow Fig. of the checkpoint ID sender in the patrol recorder system by the example of this invention of operation. 
[Drawing 9] The flow Fig. of the time stump issue equipment in the patrol recorder system by the example of this invention of operation. 
[Drawing 10] The flow Fig. of the time stump issue request origin in the patrol recorder system by the example of this invention of 
operation. 

[DrawjngJi] The online verification flow Fig. of the time stump issue equipment in the patrol recorder system by the example of this 
invention. 

[Drawing 12] The online verification flow Fig. of the time stump issue equipment in the patrol recorder system by the example of this 
invention. 

[Drawing ...13] The off-line verification flow Fig. of the time stump issue request origin in the patrol recorder system by the example of this 
invention. 

[Description of Notations] 

10 Time Stump Processing Center Which is Pin Center.large Side 

1 1 Time Server 

12 Time Stump Issue Server 
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20 Round Data Control Pin Center.Iarge 
*21 Time Stump Issue Request Origin 

22 Base Station 

23 Cooperation Time Server 
24-Cooperation Time Stump Issue Server 

30 Round Field 

31 Field Radio for Round 
32-Checkpoint ID Sender 

40 Packet Communication Network 

41 Dial-up Line Network 

42 Internet Line Network 
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* NOTICES * 

JPO and NCIPI are not responsible for any 
damages caused by the use of this translation. 

1 This document has been translated by computer. So the translation may not reflect the original precisely. 
2.**** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 
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